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Trustwave UTM

SIMIPLIFIED MANAGEMENT, INCREASED ROI

Cybersecurity solutions today must cover geographically disparate areas, 
require deep product knowledge to configure, and need long-time monitoring 
and management, as well as physical space to deploy them. Trustwave UTM 
technology offerings seek to simplify these challenges.

TRUSTWAVE UTM 
Trustwave UTM offers comprehensive network security with a low total cost of ownership. All hardware costs, 
maintenance, technology and software updates are included in a single, predictable monthly subscription fee for service 
and support. No capital expenditure is required. Flexible hardware form factors fit a variety of use cases—Trustwave 
UTM can be deployed either physically or virtually. Trustwave UTM is compatible across major hypervisor platforms 
(KVM, Xen, Hyper-V, ESXi) and cloud platforms (AWS/Azure)

The Trustwave UTM provides a comprehensive set of capabilities, including: 

•	 Stateful Firewall

•	 Virtual Private Networking*

•	 Intrusion Detection/Intrusion Prevention

•	 Web & E-mail Anti-Virus

•	 Web Content Filtering

•	 Network Access Control

•	 Internal Vulnerability Scanning

•	 4G Cellular backup support

*VPN not available in Russia

DELIVERED AS A MANAGED SECURITY SERVICE
Managed UTM is one of many cybersecurity technologies offered by Trustwave. The Trustwave UTM excels in a variety 
of use cases with varying programmatic requirements. By bringing trained cybersecurity experts to the front lines and 
giving them the best technology and tools, including the ability pull in product development to help solve complex 
problems, allows Trustwave to simplify your security program without lengthy turnaround times. 

When you purchase the service, Trustwave delivers a UTM appliance (physical or virtual) that is provisioned by 
Trustwave engineers based on your operational needs and constraints. Once the appliance is installed and the 
configurations are made, Trustwave tests the device to ensure proper operation. From initialization through the software 
and hardware lifecycle, Trustwave UTM is managed by the 24x7 global network of Trustwave ASOCs that are constantly 
monitoring for threats and new malware. 

As a customer, you always have access to your data and the Trustwave team via the Trustwave TrustKeeper® portal where 
you can view log data, submit change requests, and receive notification of upcoming product improvements and updates. 

BENEFITS
•	 Save space by deploying 

multiple security 
technologies in one 
appliance

•	 SpiderLabs Threat 
Intelligence powered 
signature database

•	 Business stays monitored 
24x7 by global Advanced 
Security Operations 
Centers (ASOCs)

•	 Manage costs through 
a single, predictable 
monthly subscription fee 
for service and support

For more information: www.trustwave.com Copyright © 2018 Trustwave Holdings, Inc.
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